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~ault Management Viewer (FMV):
Human Centered View

* A tool to help system engineers plan fault
management for new systems

* People tasks:
e Build a model of fault management (FM) concepts
* Refine the model

* Address a number of analysis questions important to
effective fault management planning and design
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Fault Management Viewer (FMV)
project: System View

* |dentify a design reference mission
* Design an XML schema
e Design information displays

* Explore effectiveness measures and automation
options

* Develop a concept of operations
* Build a feasibility prototype
* Write the final report
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Project Description

* SBIR Phase | project — June-December 2016
* Fault Management Concepts

* NASA FM Handbook (2012) — concepts & processes

* Fault Management Viewer
* Makes FM Handbook easier to follow and implement
* One data model, multiple views
* Edit any view, see changes to all views
* Each view supports unique set of evaluation questions

* Design Reference Mission

e Based on launch vehicles (SLS) and deep space (Solar Probe Plus)
¢/ Evaluation questions to guide the development of views
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Multiple Views, One Data Model
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Supported Fault Management Tasks

* Build a model of FM concepts
* Refine FM concepts to support better decisions

e Address Fault Management analysis questions
 What are primary system goals?
 How well am | protecting the system against this failure?
* Which of these mitigation sets is most effective?

Where can | spend my FM development resources most
effectively?

* How much resource would be required to bolster the
protection?

* How much would my risk profile be improved if we add this
set of FM mitigations?

* How much would my system function improve in
dependability if we add this FM measure?
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Fault Management Diagram

Solar Probe Plus |

|’ System Goal | | System Sub-goals |

Maintain Positive
Power

Maintain thermal
balance

Maintain Periodic
Communication with
earth

MNavigation

Science data
downlink

A new diagram is made with the
corrections from the Fault Tree Analysis.

Failures | | Faults | |

Mitigations |

PSC fault

Battery temperature | * Switch the PSC

| above pre-defined limit | -
Power Failure If Battery heater is ON:
Battery temperature . |
below low limit o
Attitude N Critically low state of Battery heater Power-On ]
determination charge
failure
g Both star trackers Demote into Safe Mode J
blinded
Inabilit_',f to . . Initi IMU A A
system Solar horizon sensor non- nitiate . tragectory
Dbﬁeﬁte et correction maneuver
(TCM)
Spacecraft temperature not
High rate ) within operating limits Correct position to shield
communication craft from sun )
unavailable Damaged HGA
g HGA Hardware ]
HGA not pointing to earth ool

Switch to LGA

—_
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Build a Model of FM Concepts

|/ ’ ) \.I

Understand how
the sun’'s corona
is heated

K‘

‘ System Sub-goals ‘ | Failures ‘

Building a Fault Management diagram begins with
identifying the main purpose of the system to be analyzed.

That is, if it is a launch vehicle meant to deliver cargo, a
crew or manned vehicle, or a probe meant for gathering
science data. Said purpose is going to guide what is
entered as a System Goal in the diagram.

In this example, the system to be analyzed is the Solar
Probe Plus. Consequently, the System Goal is going to
be the completion of its Science Objectives.

Next, add :
e Sub-goals

e Failures
e Faults
* Mitigations

Next, add
details of each
concept
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Refine Concepts w/ SMEs, More Views

The comparison of the Fault Tree Analysis to the main f Loss of Science )
Fault Management diagram is made by equating the Mission
FTA top event with the loss of the Systermn Goal in the < J
main Fault Management Viewer display.
.
‘_ s_v:h?mﬂ;:te | failure

PsC I
Failure z

" Solar )
— Horizon
non-
. functional J
I ’ 1 ‘ ‘” High rate ‘
. r o communication
== == sty b
. Failure
The Failures in the FMV diagram are the same as | |
Ty - —- i n ~
what follows the top event in a Fault Tree Analysis. ot ' | Damaged | HEA not
S ~ I ~ temperature i pointing
. Battery Battery Critically not I|.'¢'1t_I||n to-earth
Since the System Sub-goals t;'“"“:?_’ﬂ'_"" temperature low state of Ulll'?fai’tl;"ﬂ
; z bove below low im
are cnr_meptually the | defined fimit | s charge . Y,
opposite of the failures, the _ ST

ot

correct logical progression is
maintained between views.
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Add Info expected by fault tree

Loss of Science

'":bl — - ‘ Devising FTA logic gates with the current
system state | diagram information allows for the

identification of new Faults.

| |
Stale PSC Invalid PSC
‘ telemetry ‘ ‘ telemetry ‘ ';:m ‘
I | _ 1
Battery Battery Critically
temperature tunpﬁatut low state of
above pl‘& below low charge
defined limit limit

High rate

\ M

unavailable
I N —
Craft ‘ D""HG""-‘AM ‘ HGA not
temperature | pointing
not within | toearth

operating

limits —
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More Refinements w/ Each Data View

Solutions Selection Matrix Spider View
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What are primary system goals?

Solar Probe Plus

System Goal ’

System Sub-goals ' Failures

Flexibility of the application allows for the inclusion of
concepts from varied Fault Management techniques with

the purpose of providing a common thread that can be
used in the design and implementation of systems.

(‘

Achieve
Science
Objectives

Faults

PSC fault

Maintain Positive Ponis Fallies

Ba&ery témpérétﬁre

_above pre-defined limit

Battery temperature
below low limit

Critically low state of
charge

Both star trackers
blinded

Solar horizon sensor non-
functional

Reaction wheels fault

Power
3 -3 Attitude
Maintain thermal gt
R deten.mnahon
failure
Maintain Periodic -
Communication with Attitude control
earth failure
Inability to send
Navigation system state to
earth
Science data ( High-rate
downlink communication
unavailable

Spacecraft temperature not
within operating limits

Damaged HGA

HGA unable to point to
earth

|
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Mitigations

3-Tier
*  Soft-reset PSC
* Power cycle PSC

_+ Switch the PSC

n

If Battery heater is ON:
power-off

Battery heater Power-On

Demote into Safe Mode

Thrusters for attitude
control

Initiate IMU trajectory

|

|




What goals are affected by
attitude determination failure?

| Solar Probe Plus

System Goal System Sub-goals Failures \ Faults Mitigations

The Fault Management Viewer Application is planned to have
different representations and functions driven by the same

underlying data. The intention is to provide the most efficient
display based on the information needed by the user.

Maintain thermal de‘Aml:Udf.
balance ?;;:1':: o Battery heater Power-Os
Achieve Both star trackers
Science blinded
Obje(tives ot Demote into Safe Mode
Solar horizon sensor
non-functional n
rustes r att 3
Navigation b
Initiate IMU trajectory
correction maneuver
(TCM)

The highlighting of ‘paths’ is a proposed function of the application
that is intended to assist the user with following causality between

concepts regardless of how crowded the display chains may get.
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How well have | protected against
power failure?

Fault Management Viewer — Solar Probe Plus

File Edit

Power Failure

ID

F1

Description

Power system has encountered a
failure.

State Value

Threshold for failure: 6 min
Precursor: PSC or battery faults

' Mitigation Cost
Development time cost: S1m
Resource cost: S500k

Risk Value

System Goal

System Subgoal

Object details could be shown on a
collapsible display panel by selecting an
object box within the diagram.

Achieve science
objectives

Maintain positive
power

Maintain thermal
balance

No mitigation: .;
Baseline mitigations: -I';

» Failure Effect

Description:

Critical failure effect:

Failure containment region:
Failure effect propagation paths:

Comments 0

References 0

y Vi

Maintain periodic
communication
with earth

Navigation

Science data
downlink

The selected box will be highlighted
along with the path to all related objects.

Failures

Power failure

<

Faults Mitigations
PSC fauilt
Battery temperature 3-tier response
over pre-defined limit
Battery temperature
below low limit Power off battery
heater
Critically low state of
h
LI Power on battery
heater
Demote into safe
mode
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Which of these mitigation sets is
most effective?

Fault Management Viewer — Solar Probe Plus

Another view is the one presented
during the selection of a Mitigation set.

File Edit View
3 tier response = Mitigation Set — Power Failure
ID = | System Goal
M1 ! I i E Achieve science objectives
Description Vv R A S
Autonomy will perform the System Sub gcal
following tired response: i Maintain positive power
1) Soft reset PSC y
2) Power cycle PSC Failure
3) Switch the PSC
Cost-Benefit trade description ’—‘ Power failure
DT 5§
Fault

Redundancy

Non applicable

Failure Response Strategy

Operational failure avoidance

System Resource

Assets:
Systemn capability:
Agent:

End State

State:
Control Value:
Reduced Capability:

Cost

PSC fault

Cntically low state of charge

Development cost: 5100k

Being able to define a mitigation set
for each Fault is a good way to keep

track of costs and resource allocation
along the course of a project.

Set 1 +

Vv J . | 3 tier response

DT S E

[] ] [] . | Demote into Safe Mode |

DT 5 E

[«
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Where can | spend my FM development
resources most effectively?

Fault Management Viewer — Solar Probe Plus

— Edit View
3 tier response : Mitigation Set - Power Failure
s [ System Goal
M1 ! i i a Achieve science objectives
Description L A

Autonomy will perform the System Sub goal

following tired response i E Maintain positive power
1) Soft reset PSC o

2} Power cycle PSC | Failure
3) Switch the PSC

Cost-Benefit trade description =] Power failure
|DT 5
Fault

These selections are reflected on resource
‘gauges’ for each failure they apply to.

Selection of mitigations

allows the user to Critically low state of charge
estimate the costs and M -
i Set 1 + Set 1 s

resources required to

implement a specific _ .

set of mitigations. V] u . 3 tier response | m J . _ 3 tier response

Assets: OT § E or s E

System capability:

Agentc [] - ] I Demote into Safe Mode |
End State - !

DT $ E

State:

Control Value: - - . ;

Reduced Capability: Add|t|_cmally, being prese_n_ted_mth a measure of

effectiveness for each mitigation allows for the

Cost efficient use of resources,

Development cost: 5100k |
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 How much resource would be required to bolster protection of this function?
* How much would my risk profile improve if we add this set of mitigations?

* How much would my system function improve in dependability if we added this
FM measure?

Fault Management Viewer — Solar Probe Plus

File Edit View
3 tier response - Mitigation Set - Power Failure
ID 0 —
M1 ! i i E Achieve science objectives
Description A Rl

Autonomy will perform the System Sub goal

following tired response ig Maintain positive power
1) Soft reset PSC -

2) Power cycle PSC

‘ Failure
3) Switch the PSC

Cost-Benefit trade description =" Power failure

DT _$
Selection of mitigations Fault These selections are reflected on resource
allows the user to ‘gauges’ for each failure they apply to. Critically low state of charge
estimate the costs and ) .
;i Set 1 + Set 1 +
resources required to
implement a specific _ P
set of mitigations. Vv J B 3 tier response | V] J I | 3 tier response
g DT $ E _ OT & E
System capability:
EAE:':: ] = :| I Demote into Safe Mode |
nd State — )
DT $ E
State:
Control Value: o .- ; -
Reduced Capability: Additionally, being presented with a measure of
effectiveness for each mitigation allows for the
\ Cost efficient use of resources.
Development cost: 5100k ||
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Innovations
* A public XML data model of FM concepts based in

e common diagram formats

NASA FM Handbook

* One data model — multiple views
Edit one, see changes in all views

* Each view is optimized for unique analysis of FM
concepts

 Better refinements, better support of analysis

* Key concepts for evaluating the inclusion of
prospective fault management measures
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Next Steps

* Agile approach — iterative development

* Phase |
* Designed FMV
e Developed ConOps
* Created a feasibility prototype

* Next

* Full-function, proof-of-principle prototype
* Include SME improvements and expansions
e Evaluate for refinement and commercial readiness
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