
Cybersecurity Health

Phil Beckett, PhD
HASA, CIO and Security Officer



How to stop the 
bleeding!



COMMUNITY-BASED HEALTH INFORMATION 
EXCHANGE
• Neutral not for profit organization with local 

oversight
• Agile platform for secure and intelligent exchange
• In Texas, for Texans, connected today



WHAT IS HASA?

Centralized model
• Single community record
• Customized views
• Population management

Agile platform
• Multiple connection models
• Workflow integration
• Access and usability
• API and system integration

Community Partner
• Integrate with existing initiatives
• Local governance
• Complementary offering

Value Driven
• Focus on local stakeholder 

business needs
• Manage utilization and ROI 

metrics
• One connection, all the data
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HASA Data Flow
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Based on Experian, the top data 
breach trends for 2017 are:

• Aftershock password breaches
• Nation-State cyber-attacks move from 

espionage to war
• Healthcare organizations will be the most 

targeted sector
• Criminals will focus on payment-based attacks
• International data breaches will cause big 

headaches for multinational companies
• Virtual reality



• 10 Medicare numbers – 22 bitcoin, $15,550
• Why $1500 per Medicare number?

– Includes SSN, names, dob, policy #s and billing 
information

– Can
• Open credit lines
• Generate fake IDs
• Purchase and resell medications and durable medical 

equipment
– Longevity

What is the Incentive



Why the easy target

• Independent workforce, many in small 
practices

• A focus on healthcare
• Thin margins/investment priorities
• Damaged party and controlling party 

different/consumer demands
• Need to share/many Business Associates
• Software systems requiring old OS



How

• Social exploitation/engineering
– Ransomware
– Phishing

• Theft, loss, improper disposal, data on laptops
• Unauthorized disclosure
• Internal malfeance
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http://healthitsecurity.com/news/top-5-healthcare-data-breaches-in-2016-not-from-hacking



How much/many?
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http://www.hipaajournal.com/2016-record-breaking-year-healthcare-data-breaches-3641/2016 SET TO BE A RECORD BREAKING YEAR FOR HEALTHCARE DATA BREACHESOCT 21, 2016 | HIPAA JOURNAL | NO COMMENT | HIPAA BREACH NEWSHealthcare security breaches have been increasing steadily throughout the year and the trend has continued throughout quarter 3. More healthcare data breaches have been reported in July, August and September than in any other month of the year.In fact, more healthcare data breaches have been reported to the Department of Health and Human Services’ Office for Civil Rights (OCR) so far in 2016 than in all of 2009, 2010, 2011, 2012, and 2013. So far this year OCR has been informed of 243 healthcare data breaches.The breach count for 2016 to date has almost reached the count for all of 2015 – when 269 protected health information breaches were reported to OCR. There are still just over two months left of the year, although 2016 is well on track to be the worst year for healthcare data breaches. On the positive side, the massive data breaches of 2015 have not been repeated in 2016.To date, the health records of 14,310,091 individuals have been exposed or stolen. By this time last year, the victim count stood at 112,784,979 individuals spread across 226 security breaches.Only 2014 – often referred to as the year of the healthcare data breach – has seen more data breaches discovered. By this point in 2014, 255 healthcare data breached had been reported to OCR with the final yearly count of 296 breaches. At the current rate, 2016 is likely to see the breach count rise to more than 300 incidents for the very first time.September Breach Barometer Confirms Alarming Healthcare Data Breach TrendThe latest Breach Barometer Report from Protenus confirms the worrying trend. According to the report, which takes data from sources other than the OCR breach portal, shows the average number of healthcare data breaches per month in Q3 was 55% higher than the average monthly figures from the first half of the year. In Q3, the average number of healthcare data breaches had risen to 39.3 incidents per month from 25.3 breaches per month between January and June.August was a particularly bad month for breaches, with major incidents announced by Banner Health (3,620,000 records) and Newkirk Products, Inc. (3,466,120 records). In September, the largest breach reported to OCR was the cyberattack on Central Ohio Urology Group, Inc. (30,000 records). The largest incident was a ransomware attack that affected 58,000 individuals, although that breach has yet to appear on the OCR breach portal.The figures from Protenus – supplied by Databreaches.net – show 37 incidents were discovered in September. The victim count is known for 32 of those breaches. The total number of health plan members and healthcare patients known to have been impacted by health data breaches in September stands at 246,876 individuals.In September, the largest cause of breaches was insiders, who caused 41% of breaches. The 15 incidents were evenly split between malicious acts (8) and accidental breaches (7).  50,695 records are known to have been exposed or stolen as a result of those incidents. The figures for two breaches are still unknown.Hackers have continued to attack healthcare organizations. 12 hacking/malware incidents were reported in September that affected 154,814 individuals. Figures have not been released for two of those incidents.For 22% of breaches the cause is unknown, while the loss and/or theft of devices and paper records accounted for 5% of breaches. 91.7% of breaches affected healthcare providers with two incidents reported by health plans and one by a business associate. Breaches affected 21 states, with California the worst hit with 11 incidents followed by Pennsylvania with 4.The Protenus September Breach Barometer Report also shows the time between identification of a security breach and notification has reduced substantially since August, when it took an average of 558 days between discovery and the reporting the breach to OCR. In September, the average time had dropped to 151 days.



Records disclosed
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Incidents by:

• External Hackers – 40%
• Internal negligence – 30%
• Internal bad players – 30%
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The largest number of data breaches in 2015 took place within health services, comprising 39 percent of all breaches last year, according to an Internet Security Threat Report from Symantec, which also reports that ransomware increased 35 percent in 2015 and that cyber criminals are using more sophisticated attacks.For the report, Symantec researchers identified and analyzed emerging trends in cyber attacks, malicious code activity, phishing and spam. The report examine multiple facets, including targeted attacks, smartphone threats, social media scams, and Internet of Things (IoT) vulnerabilities, as well as attackers’ tactics, motivations and behaviors.Within health services, there were 120 breaches in 2015 with 4.1 million identities exposed, the report states.According to the report authors, the number of identities exposed is relatively small in the healthcare industry, representing only 1 percent of all identities exposed in data breaches last year. For instance, with the social services industry, there were six data breaches exposing 191 million identities and within the insurance carriers sector, there were 17 data breaches exposing 100 million identities in 2015.“Such a high number of breaches with low numbers of identities tends to show that the data itself is quite valuable to warrant so many small breaches,” the authors stated, referring to the healthcare industry.











1. Barrier – epidermis replaces itself every 
4 weeks

2. Covering of good microbes
3. Blood clot – prevents systemic 

distribution
4. Lymphocytes – grab germs and isolate 

them in lymphocytes
5. Nerve cells – signal to the body of a 

problem, activate immune system
6. Pattern matching to know self from 

pathogen

Multi factor defense
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Sepsis – 0.072%, 35% mortality

2015 - 100 million healthcare records hacked



External Hackers



Multi Factor Authentication
Username

Password

pbeckett

********************************

Sign in

Verify

Remember – hackers can call your cell phone service provider, change 
your SIM and redirect your SMS to another phone. Put two factor on your 
phone account.  Use email recovery with two factor



Block Chain

• Encrypted catalog
– Hash – to know if corrupted
– Access control/permissions
– Link to source



Internal negligence

• Encrypt
• Multi factor authentication
• Don’t copy, use Block chain



Internal bad players

• Culture of security
• Make secure methods the path of least 

resistance
• Incentivize good habits, penalize bad habits
• Leverage the crowd
• Monitor, track, question and respond 



Summary

• Encrypt
• Multifactor authentication
• Make catalogs not copies
• Make security your company culture



Thank You

Questions?
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